srally(1) srally(1)

NAME
sr-ally — IP Alias resolution pairwise test

SYNOPSIS
sr-ally <first IP address or name> <second IP address or name>

DESCRIPTION
Ally is the tool that gecutes the IP identifidnased pairwise alias test to digeowhether tvo IP addresses
belong to interfaces on same machifithe source-address based test is also supported, and if undns is
installed, name-based alias resolution is used when routers are unresgoosreachable. W describe
each technique in turn, then present example output.

IP-identifier based alias resolution seeks evidence that théPhveddresses share a single IP-id counter
The IP identifier field is intended to meakach packet unique so that it can be reassembled after fragmenta-
tion. Itis commonly implemented as a countar not used at all, though somevieamade a case that it
should be randomized. If packets generated lydifferent IP addressesvein-order IP identifiers, it is
likely, but not certain, that those IP addresses are alidd@s.is the technique deloped in the Roadktfuel
project.

Source-address based alias resolution relies on routers that use the outgoing interface address as the source
of ICMP port unreachable messages. The source address to use is unspecified and up to the implementor
so sometimes this is not used. It is, heeyethe most accurate way to stithat addresses are aliases.

Name-based alias resolutiorpéoits the structure of DNS names in certain ISPs to determine whether
addresses are aliases. Theadage is that DNS provides information about addresses that may not be
responsie a routable for probe tréi€. This method is only wailable with undns installed; it is used to
parse DNS names.

The output of the script is either "ALIAS!", "NDALIAS.", or "UNKNOWN?", followed by an gplana-
tion.

OUTPUT EXAMPLES
Some of thesexamples may still work when you read this. The explanation after the verdict is intended
for delugging, not for parsing and use, so may change. This section is intended to document the types of
responses you might observe.

> gr-ally 128.95.3.100 128.95.4.100

ALIAS! ally/ipid: 53416, 53417, 53422, 53423
These addresses are likely aliases by IP identiflez identifiers receed (following the colon)
are nearby and in orden general, ally/ipid should be verified later to ensure that it is not simply
luck that caused the twoounters to be equal.

> gr-ally 66.250.15.81 66.28.4.161

ALIAS! mercator/source address rate limited: 66.250.15.81->66.28.4.161 66.28.4.161->66.28.4.161
Both IP addresses returned port unreachable messages with the same source address. The com-
mon source address may not be either of the addresses. It is common for these routers to also rate-
limit outgoing responses, which means the IP identifier test has less input. Rather than force more
paclets to shw that the IP identifier testavked, we accept the source address approach. It is also
possible for each IP address to send responses from the other to indicate an alias.

> gr-ally 198.107.150.52 140.142.150.24

ALIAS! ally/ipid; presumptie (second round had no responses): 8699, 8700
The first pair of packets both reeed responses, while the second did natly claims these are
aliases if thg are within some small threshold. In general, it is worth re-running preseenpti
aliases, but in this case, yhare very likely aliases as the IP identifiers are adjacent.
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> gr-ally 205.171.21.121 205.171.21.150

ALIAS! name: atlcore02inet.qwest, otherwiseotunresponsie: 205.171.21.121 and 205.171.21.150
Both addresses were unrespwasbut Undns sees the day recognizing that both are named as
belonging to a "core" router in Atlanta (atl) numbered "02".

> gr-ally 128.95.2.100 128.95.4.100

NOT ALIAS. quick (2): 37523, 56759
Tells that those addresses are not aliases because their IP identifiers artetteot.diOnlytwo
packets were used as an optimization. This is the most common response.

> gr-ally 154.54.10.110 154.54.2.198

NOT ALIAS. disparate ids: 56086, 56094, 56112, 56087
When addresses aréimnmediately dispreen by being too dverse in the first pair of packets, the
second pair of packets may shthem out of order.

> gr-ally 205.171.8.146 205.171.21.94

NOT ALIAS. name: atlcoreOlinet.qwest != atledgeO7inet.gwest and one unresp@nsi171.8.146
Because one of the tneddresses was unresporgsiundns was consultedt’s verdict was that
the two are not aliases based on an understanding of (awestiing conention.

> gr-ally 128.83.10.14 205.171.8.250
UNKNOWN. two unresponsie: 128.83.10.14 and 205.171.8.250; undns failed: serll-msfc-
v708.gw.utexas.edu lacks unique fragments

Neither IP address returnedyanformation. Undnss installed, butdiled to yield an answeas t

has not been programmed with the namingreotion of "utexas.edu” routers.

> gr-ally 38.118.132.98 205.171.8.146

UNKNOWN. one unrespongg 205.171.8.146; undns failed: 38.118.132.98 host not found
One of the tw IP addresses did not respond. Undns is installed, but do&srk when either of
the IP addresses lack DNS names.

> gr-ally 18.201.1.3 165.123.237.15
UNKNOWN. one unrespongt: 18.201.1.3; undns failed: RADOLE.LCS.MBEDU lacks unique frag-
ments
One of the addresses was unrespanshlthough Undns knows a little about MElhaming con-
vention, this name is not recognized and is perhaps not a router.

EXIT STATUS
sr-ally exits O if the addresses are aliases, 1 yf#&henot, and 2 if unknown.

REMOTE EXECUTION
Different vantage points may increase tHeativeness of the source-address based test. Using them, ho
eva, prevents the use of undns. It is suggested that you raflystocally as needed, or "require" it into
your script.

BUGS
Send bug reports or suggestions to <bugs@scriptroute.org>.

I'd welcome an equation showing the likelihood of a false pesiti dly/ipid related to hav fast the IPID
counter is moving, so that a confidence value can be provided using the IPID method.

AUTHOR
Neil Spring <nspring@cs.washington.edu>
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SEE ALSO
sr-remotely.rb(1)
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